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Introduction…. 

Dublin Office (Irlanda) 

 

• Market/Commercial Analysis 

• Innovation 

• R&D 
 

seamus.galvin@espiongroup.com 
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1. Information and Digital Transformation 

2. Defining Information Resilience (IR) 

3. IR Trends 

4. IR Solutions and BSI’s IR Portfolio 
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Information Overload…… 

40+ 
”Zettabytes” 

by 2020!  

Exponential  
year on year 

growth 

700 trn  
Movies! 

90% of all 

global data used, 
processed, stored 
today was created 

in last  

2 years 
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Devices Everywhere…Digital Transformation….. 

Today ->  
4.9bn 

2020 ->  

25bn 

Auto 

~3.5bn 
Consumer 

~13bn 
Business 

~8.5bn 
(Source: Gartner) 

 
  Digital convergence + connectivity 

We are walking data generators! 

Valuable user + device data 
Bits replacing atoms! 
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Mobile, IOT, Cloud ->  
$9 to 23 trn of global 

economic growth to 2025 

Growth in Digital Capital…. 

(Sources: Manyika et al. 2013, World Economic Forum 2016, Accenture) 

 
 

One-quarter of global GDP by 2020  

One-third of global annual GDP growth (i.e. 1/3 of 3% pa) 

Information/Digitisation = Huge growth opportunity! 

20% 
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We’re all enjoying the benefits… 

Instant Needs/ 
Desires 

vs 
Risk tensions 

Accountability, Responsibility, Obligations! 

Protecting 
Infrastructure 

Enabling  
Trust and  

Reputation 

Ensuring   
Regulatory  
Compliance 

Safeguarding   
People 
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Defining Information Resilience… 

“….is the management of an 
organization’s information 

including physical, Intellectual 
Property and digital, throughout 

its lifecycle, from source to 
destruction, allowing 

stakeholders to store, access 
and use information securely 

and effectively”.  

Lifecycle  
Aspect 

Containment  
Aspect 

Creation 
Processing 

Storage 
Dissemination 
Destruction 

etc 

 

“Keeping info in” 
 

Technology 
People 

Facilities 
etc 

 

 
 

Security/Risk 
Focus 

Value Generation 
Focus 
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Defining Info Resilience 

(Source: SEI,  Nader Mehravari) 

 
 

+ 
SAFETY 

PRIVACY 
ACCEPTABLE USE 

ETC…. 

Broadening Focus 

Digitised 
Converging 
Tech-centric 

Today… 
Info Security/Resilience 

=  
Focus on 

information/data 

Cyber Security/Resilience 
=  

Focus on the 
internet/cloud/ecosystem 
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From Security to Resilience 

DETECT 
PREVENT 

 
 

1990s/ 
2000s 

 
 

Earlier Gen  
Info/Cyber Security 

 
 

TODAY 

 
 

RESPOND 
IMPROVE 

 
 

 
Not just the perimeter! 

Like real/physical world 

 
 

Cyber  
Resilience 

 
 

Info Resilience 
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Rising Priority in Commercial Risk Register… 

Up from  
15th  

place  
3 years ago 

 

~$500bn 
Annual cost  

of  
Cybercrime 

(source: Allianz) 

Top 3 Business Risks 

500m 
Personal  
Records  

stolen or lost 
(2015) 
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High Profile Incidents…. 

(Source: Gartner) 
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(Crypto) Ransomware…. 

File level 
Entire device! 

Encrypt device  
on app  

download! 

Cryptowall  
strain 

€250m+ 
(source: Cyber Threat Alliance)  
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(Source: Symantec) 

 
 

Spear-Phishing 
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Websites/Online…. 

Web Server Vulnerability 

Website is vulnerable 

Visitors are vulnerable 

3 in 4  
“popular” sites have 

vulnerabilities 
(15% critical!) 

Browser  
vulnerabilities 

Plug-in 
vulnerabilities 

Online trust + reputation! 
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Implementing Info Resilience (within Org Resilience) 

(Source: SEI,  Nader Mehravari) 

 
 

ASSETS Critical Information Categories/Silos/Assets? 
Profiles of each (CIA, Privacy, Safety, Acceptable Use, etc) 

ACCESS Who has access to what 
(Employers, Suppliers, Contractors, Partners, Regulators, etc) 

STORAGE Units/Zones upon which information resides 
(People, Devices, Facilities etc) 

PROCESSING Units upon which info/data is processed 
(Systems, Applications, Brains) 

TRANSFER 
MECHANISMS 

Environment in which info/data is transferred 
(IT Networks, Transportation Infrastructure, etc) 

Appropriate IR Management Systems Risk-Based Control Identification and Remediation 
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BSI’s Information Resilience (IR) Portfolio 

KNOWLEDGE RESEARCH ADVISORY ASSURANCE SOLUTIONS TRAINING 

End-to-End 
Support 

 
6 Key Areas 
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In summary Information Resilience (IR) is 

a key factor in business 

success as digital 

transformation and Digital 

Capital grow in organisations. 

 

   

THANK YOU 

seamus.galvin@espiongroup.com  www.espiongroup.com 

www.bsigroup.com/Organizational-Resilience 

 

 

 

Protecting 
Infrastructure 

Enabling  
Trust and 

Reputation 

Ensuring   
Regulatory 
Compliance 

Safeguarding   
People 

mailto:seamus.galvin@espiongroup.com

